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Introduction

1. 1. Probabilistic Risk Assessment (PRA), or Probabilistic Safety
Assessment as they prefer to call it in the nuclear power industry, has been
developed over the last 30 years as a discipline heavily influenced by the
mathematical theory of probability. Its mathematical methods are endlessly
extended and refined in the literature. But how confident can we be that the
output numbers mean what they claim to mean, i.e. probabilities of future
events? I believe that the time has come for a pause to think about that basic
issue.

2. 2. This article explains what led me to initiate a study of the
foundations of PRA, defines key questions which need to be asked about its
credibility, and arrives at some provisional answers.

Why Should a Study be Needed?

3. 3. The factors which triggered the study are as follows:
1. a. The incredible magnitude of many of the probability numbers.
2. b.  The sometimes over-optimistic assumption that an assessment

encompasses all credible failures.

3. c. Observation of some gross discrepancies between predictions
and outcomes.

4. d. Difficulty in finding examples of accidents caused by
genuinely random component failures.



5. e. PRA seems to be too narrowly focused on measurable events,
especially failure rates. It too easily ignores accidents which are not caused by
failures.

4. 4. Iwill give some examples to illustrate those points. During 17 years
involvement in risk and safety assessment in the weapon systems field, in the UK
and in Australia, I have been bombarded with numerical probabilities. Many of
them have seemed incredible, or at best to venture into the unknowable. Some of
the powers of ten ascend into the high teens and even the twenties. The record in
my experience was a probability of premature functioning of a mine fuzing
system predicted to be 1 in 104

5. 5. Inanother example, the design authority (DA) for a weapon system
decided to include in it an electro-mechanical device which had an excellent
record in another application. After pages of calculations to assess the effects of
stresses in its new application, they predicted that its probability of mechanical
failure would be 9.116 in 10° operating hours. The operating cycle time of the
device was only 40 seconds at a likely rate of fewer than 10 cycles per battlefield
day, so the predicted failure rate should have seen us through many times more
use than the system would ever get in service. But in a system test, which
included four of the devices, we had two mechanical failures before they had
accumulated one hour of operation. The failures happened in two different
modes, neither of which had been considered in the analysis. This example
illustrates three of the trigger factors mentioned above:

1. a. The magnitude and precision of the number, by which the DA
claimed to be able to predict so accurately the number of failures in a billion
operating hours.

2. b.  The gross discrepancy between the prediction and the
outcome.
3. c. When something went wrong, it happened for reasons which

had not been quantified in the analysis.

On the relatively few occasions when we get a chance to compare safety
predictions and outcomes, those are quite common features in my experience.

6. 6.  On the other hand, I have found it difficult to come by examples of
accidents caused by what the textbooks and safety standards describe as
“random” failures. Three years ago a dozen of us attended a meeting in the UK
Ministry of Defence at which the contribution of random hardware failures to
accidents was questioned. Between us we could think of only one example of an
accident caused by a combination of genuinely random events. Six years ago the



UK Health & Safety Executive (HSE) published a booklet called “Out of Control”
[Ref. 1] containing 34 examples of control system failures. In the summary of
causes at the end of the booklet not one system failure is attributed to random
hardware failure. If that kind of failure were indeed a major cause of accidents,
we would surely expect it to turn up somewhere in 34 examples.

7. 7.  Readers may remember the disastrous first flight of the European
Space Agency’s Ariane 5 rocket in June 1996, when it broke up and exploded 40
seconds after launch. According to Aviation Week [Ref. 2] the pre-launch
estimate of the probability of a successful mission was 98.5%. The reality, as the
report of the Board of Inquiry [Ref. 3] showed, was that the design ensured that
the rocket would crash after 40 seconds. The real probability of success was zero,
so the estimated probability was optimistic by a factor of infinity. To compare
that example with the trigger factors:

1. a. Itillustrates a gross discrepancy between prediction and
outcome.

2. b.  There was nothing random about any of the causes.

3. c. The accident was not caused by component failures. The

inquiry did not report that any component of the rocket system failed to
behave as it was designed to behave throughout the short flight.

4. d. The real causes of the accident, which in this case came down
to errors of management, were not considered in the analysis.

Initiation of the Study

8. 8. After observing those and other examples, it seemed reasonable to
look into the methodology of PRA. In the course of a few quick checks, my
pocket calculator failed to find anything wrong with the mathematics of any of
the assessments that were readily to hand, so the next step had to be to
investigate the basis on which the mathematical structures were built.

9. 9.  For several years I have been searching for a test of the theory that
we can draw probabilistic data on failure rates from past experience, and then
synthesise a selection of the data in order to predict the failure rate of a new
system. The safety and reliability literature does not help much because it
generally goes no deeper than the mathematics that are built on the theory.

10.  10. My search has involved talking to many people in the UK,
including the Civil Aviation Authority, the Health & Safety Executive, and



several leading engineering companies and academic and engineering
institutions. The only people to come up with anything that attempted to test the
theory were AEA Technology plc. They kindly provided me with a study [Ref.
4] which compared predicted and observed reliability figures for equipment
used in nuclear power plants. It concluded that the correlation was reasonably
good. That was useful as far as it went, but the study seemed to me to have two
shortcomings. One was that it looked at failure rates at the reliability level,
rather than at the safety level which (in the military field at least) are much
harder to predict. The other was that it had been done as an afterthought, so it
was not the properly designed and controlled experiment I had been looking for.

11.  11. By now I find myself being driven towards a conclusion that the
scientific method may never have been applied to this particular theory. I still
hope to be shown that I am wrong, but meanwhile the apparent lack of science in
this field threatens to become the most disappointing finding of the study.

The Main Questions

12.  12. Having observed that PRA might be questionable, it became
necessary to decide what the questions should be. It seemed to me that there are
four key questions, one practical, one theoretical, one philosophical and one
contingency question which depends on the answers to the other three. This
section lists the questions and provides some answers.

Question 1: To what extent does PRA encompass the main causes of accidents?

13.  13.  This is the key practical question. First, it is inevitable that any
potential causes, modes and effects of failure which have not been foreseen will
escape the attention of PRA. One of the effects of the ever-increasing complexity
of systems is that we must expect that there will usually be some failure modes
which we have failed to anticipate. We can and should do more thinking to
reduce the number of missed tricks. But, when we have done our best, we still
have no way of knowing whether we have thought of everything, as the example
of the electro-mechanical device illustrated.

14. 14. Second, PRA tends to lead us into a mindset which assumes that
systems fail only if their critical components fail. It does not lead us to think
enough about that class of accidents in which everything functions as designed.
Here are some examples:

1. a. Turner [Ref. 5] describes a collision on an unmanned railway
level crossing. The drivers of the train and the road vehicle did nothing
wrong, and there was no equipment failure.



2. b. Kletz, quoted by Leveson [Ref. 6], describes an accidental
release from a computer-controlled chemical reactor. No human operator was
involved. The automatic control system, in triggering the release, functioned
as designed.

3. c. From my own experience, an anti-tank mine design was
proposed which in certain conditions would have killed soldiers laying the
mines according to the correct drill.

15.  15. A third gap in the coverage of PRA is caused by invalid, or
invalidated, assumptions. The assumptions made in a safety assessment are not
always made explicit and may later be forgotten. When an important
assumption is invalidated by changed circumstances, and nobody any longer
knows that it was made or that anything depended on it, an accident will be
waiting to happen as soon as certain conditions prevail. One of the findings of
the subsequent inquiry is likely to be that in those conditions the probability of
the accident was 1.

16. 16. A major source of uncertainty is the way people respond to their
perceptions of risk. For example, Adams [Ref. 7] produces evidence that the
compulsory use of seat belts has not improved road safety. He shows how the
reduced risk to people in vehicles has been balanced, through small changes in
drivers” behaviour, by increased risk to those who are not in vehicles. He also
provides an example of such “risk compensation” being enshrined in the law: in
Germany coaches fitted with seat belts are allowed to travel faster than those
without. In the civil aviation field there has been concern about the frequency of
near misses between aircraft queuing to land at busy airports. Yet the UK
National Air Traffic Services, observing that aircraft have become better at
station-keeping, have decided to reduce the vertical interval between aircraft
“stacked” while awaiting clearance to land. Even NATO is not immune. The
announcement of a forthcoming workshop on insensitive munitions [Ref. §]
specified objectives which included both “reduction in collateral damage in the
event of an accidental initiation” and “reduction in safety zone for storage and
transportation”. The organisers seemed unaware that the latter benefit can be
gained only at the expense of the former. In these ways potentially effective
measures to improve safety, for which quantified claims are commonly made,
may in practice be consumed in return for some other benefit such as improved
performance.

17.  17. Inmany fields the fact that an accident had not happened for a long
time would be seen as indicating a low, and probably diminishing, risk. As the
time since the last accident increases, that view will be reinforced by
conventional statistical methods indicating that the probability of an accident is
reducing because the mean time between failures is increasing. The reality may



be quite different. Many of us will have come across examples of accident-free
periods leading to complacency and greatly increased risk. In the civil
engineering field, Petroski [Ref. 9] identifies the “design climate” as a critical
factor in catastrophic failures of bridges. His argument, based on examples, is
that a period of successful use of a novel design can lead a designer to become
over-confident and consequently to under-design a new structure in the interest
of economy or beauty. The bridge is then liable to fail if it is subjected to extreme
conditions. In situations such as these, where risks change inversely as people’s
perceptions of risk change, our attempts to pin down numerical probabilities of
accidents are likely to be about as successful as trying to capture a will-o’-the-
wisp.

18. 18.  Of all the sources of risk which PRA overlooks, management must
be the most prolific. Many apparently technical failures have their roots in
management weaknesses. Leveson [Ref. 10] points out that "unmeasurable
factors (such as .... management errors) are ignored even though they may have
greater influence on safety than those that are measurable". As she was writing
those words, the European Space Agency was committing the management
errors which led to the Ariane Flight 501 debacle, while using measurable data to
predict a high probability of success.

19. 19. Animportant aspect of risk management is the quality of the
culture in an organisation. For example, the Piper Alpha inquiry found that
“Senior management .... adopted a superficial response when issues of safety
were raised”, and the judge in the Herald of Free Enterprise case criticised the
“disease of sloppiness” which had spread down from the top of the Townsend
Thoresen company. In each case the company’s safety culture had contributed
much to the disaster.

20.  20. All of those sources of risk are “soft” or unmeasurable factors. They
affect the frequency and scale of accidents, but PRA does not encompass them. It
focuses, rather, on the measurable causes, modes and effects of failure. With so
limited a view of the scene PRA must be expected to deliver optimistic results,
contrary to what we normally aim to do in risk assessments. In terms of the “As
Low As Reasonably Practicable (ALARP)” principle, the consequence is that PRA
can neither demonstrate that a risk is as low as reasonably practicable, nor that it
is tolerable.

Question 2: Can statistical inference take us forward from the past to the future?

21.  21. This question addresses the theoretical basis of PRA, for which the
apparent absence of any proper justification or test was noted above. The
clearest argument I have found is one developed by Deming [Ref. 11] in which



he explores the limits of statistical inference. He argues that the historical results
which provide input data for predictions depend on the sets of conditions in
which they were produced, and that those exact conditions are unrepeatable.
Furthermore, as Feynman [Ref. 12] reminds us, we cannot assume that all of the
conditions which contributed to a result were recorded or even noticed. In other
words the historical record is not a reliable guide to the future. Worse still, it can
be hard to tell whether it is even a reliable guide to the past.

22, 22. Instatistical terms, Deming concludes that there is no mathematical
method by which to extrapolate past results to future conditions, and
consequently no objective way of assigning a numerical probability that a
prediction will be right or wrong. Prediction therefore means applying
judgement and knowledge of the subject to the available data, rather than just
manipulating numbers.

23.  23. A further problem is that most statistical methods assume that
component failures will be independent. In reality, dependent failures
contribute to many accidents. The “fudge factors” sometimes introduced to
allow for dependencies, such as cut-offs and beta factors, do at least move the
numbers in the right direction. On the other hand they are arbitrary and are no
substitute for an understanding of the dependencies within a system and their
potential consequences.

24. 24, Asan aid to predicting the behaviour of systems, Deming [Ref. 13]
advocates the concept of stability developed by Shewhart. "Stability" in this
context means that the functions of the system display a stable range of variation.
He argues that stability is a prerequisite for predictable behaviour, and that in a
man-made system it is not a natural state - it has to be achieved and maintained.
Systems are constantly threatened by destabilising influences, so their stability
must be monitored and, whenever necessary, restored. Hence a system will
remain stable and predictable only by virtue of people's vigilance, knowledge
and effort. It is not a question of probability.

25.  25. Without stability there is no basis for prediction, but I have yet to
find a safety or reliability database which assures us that its estimates of
component failure rates were derived from stable systems by stable methods of
measurement. Some may have been so derived but even then, when we take
those types of components and build them into a new system, we leave the
stability behind because we have changed the operating environment. A new
state of stability will have to be achieved and maintained, and new data
generated for monitoring and predicting behaviour.

26.  26. Collectively, those arguments seem to me to falsify the theory that
we can rely on historical frequency data to take us across the boundary between



the past and the future. To that conclusion many would reply that our contracts
and our regulators nevertheless insist that we deliver predictions in the form of
numerical probabilities. What then should we do? Many years ago Tukey

[Ref. 14] offered some relevant advice: “It is far easier to put out a figure than to
accompany it with a wise and reasoned account of its liability to systematic and
fluctuating errors. Yet if the figure is to serve as the basis of an important
decision, the accompanying account may be more important than the figure
itselt”. That seems to indicate a reasonable way to go.

Question 3: How much force does the mathematical theory of probability add to a
pvrobability statement?

27.  27. This is the key philosophical question. In looking for an answer, I
have used ideas put forward by Toulmin [Ref. 15]. When we make a prediction,
especially a safety prediction, we want as much precision as we can manage.
Toulmin distinguishes between precision in the sense of definiteness and
precision in the sense of exactness. So for example if we judge that an event is
extremely unlikely to happen, we are relying on definiteness. But if we estimate
a probability that the event will happen twice in a thousand rocket launches, we
are relying on exactness. This leads to further questions such as how much do
we gain when we are able to add exactness to definiteness? And what should we
do if we find that we have one but not the other? Those sorts of question may
seem ethereal to some people, but the study is telling me that they actually
matter when it comes to taking decisions such as whether a system is safe
enough to be accepted for service.

28.  28. PRA uses mathematical probability in an attempt to deliver precise
predictions. But Toulmin, from a logician's standpoint, argues that "Little is
altered by the introduction of mathematics into the discussion of the probability
of future events" and that "The development of the mathematical theory of
probability accordingly leaves the force of our probability-statements unchanged;
its value is that it greatly refines the standards to be appealed to".

29.  29. If we accept the arguments of Deming and Shewhart, the
refinement is spurious in the context of PRA. (Deming [Ref. 11] points to areas in
which numerical probability does provide a valid guide to action, but they do
not relate to PRA.) The spurious refinement of the numbers is starkly illustrated
by the two examples given earlier in each of which, when the definiteness of the
prediction proved to be a delusion, its exactness was exposed as ridiculous.

30. 30. Arelevant, if irreverent, statement of philosophy comes from
Feynman [Ref. 16], who preferred engineering judgement to what he regarded as



meaningless numerical probabilities: "If a guy tells me the probability of failure is
11in 105, I know he's full of crap".

Question 4: If the numbers generated by PRA do not represent probabilities of future
events, are they still useful? If so, for what?

31.  31. Question 4 is the contingency question and it clearly needs to be
answered. My view is that the numbers are still useful. For one thing, factors
that are measurable do contribute to risk and PRA has been successful in helping
us to see how to reduce risks from those causes (it may even have contributed to
the scarcity of accidents from “random” causes). For another, its inherent
optimism tells us, when it indicates a risk which is too high, that improvements
are definitely needed. Thirdly I have found, when working as a safety regulator
in the weapon systems field, that I can learn much from the numbers by digging
for answers to the questions they raise.

Conclusions

32.  32. The study remains incomplete, partly because of the difficulty of
finding a justification for PRA. If anyone can find or construct one, it would be
very welcome. Meanwhile the provisional conclusions to be drawn seem to me
to be as follows:

1. a. The numbers delivered by PRA do not represent the
probabilities of future events because:

1. (1) The PRA methodology, by focusing on measurable
factors, ignores some of the most significant sources of risk.

2. (2)  The theory that it is justifiable to extrapolate historical
data, in order to assign a numerical probability to a future event, is false.

2. b. If PRA is used on its own to support an ALARP or any other
safety case, it is likely to be misleading. To be complete and credible, the case
should provide:

1. (1)  Qualitative data and argument on the issues not
covered by PRA.
2. (2) A reasoned account of the liability to error of each

quantified prediction.



3. c. Quantitative probability statements have no more force than
qualitative probability statements. At best they may be more refined, but only
if the numbers can be shown to be credible.

4. d.  Our quest for reliable predictions would be better served by
paying more attention to the stability of the systems from which we draw
data, and to the stability of those whose behaviour we need to predict.

33. 33. Soshould PRA be scrapped? My answer is “no”, for the reasons
given in the answer to Question 4. It remains an invaluable tool for focusing our
minds on issues related to measurable factors. We do not need to believe that the
numbers are probabilities in order to use them for purposes such as comparison
of design options, sensitivity checks and the improvement of designs. It is only
the “P” of PRA that ought to be abandoned if nobody can justify it.

34. 34. By now itis clear that there is a Question 5 to be answered: "What
would be a better way and what place should (P)RA have in it?" The
investigation continues.
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